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INTRODUCTION 
Confidentiality is the need to keep information secure. The information may identify a 
patient (e.g. their name, address, treatment, attendance at the Surgery etc) or it may be 
information, which relates to critical business functions of the organisation (e.g., financial 
instructions Confidentiality means that only the people who have a valid reason to have 
access to information should be allowed access to it.    
 
Confidentiality is an integral part of the provision of the care of Patients.  Patients may feel 
unable to share information with us if they believe that information may not be kept 
confidentially, not stored securely or inappropriately shared.  This may lead to insufficient 
information being available for clinicians, unsafe care being delivered, misdiagnosis or 
even death.   
 
All members of staff working at the Practice are bound by the Common Law Duty of 
Confidentiality, and as such, can be held personally liable for any breaches of 
confidentiality.  If Patient confidentiality is breached, this can lead to disciplinary action, a 
personal fine, and/or employees can be held personally responsible for a civil action.  
   
A breach of confidentiality is rarely a malicious act and often information is given 
out inadvertently.  Staff must be constantly aware of their obligations as NHS 
employees.  
 
Every time information is accessed which identifies a Patient, there must be a legitimate 
reason for doing so.  It is essential that identifiable information is only sent to and received 
by people who have a legitimate reason to access the information, and all transfers of 
information are undertaken in a secure manner.   
 
Clinical activity, e.g. people accessing services, Patients attending the Surgery etc, should 
not be discussed with anyone that doesn’t have a legitimate ‘need to know’.   
 
PURPOSE 
The aim of the Confidentiality Policy is to ensure that all staff are aware of their obligations 
and responsibilities with regard to confidentiality, and are aware of the ways in which 
confidentiality can be breached and the consequences of this for Patients and staff. 
 
The Confidentiality Policy applies to all employees of Churcshide Medical Practice, 
including temporary staff and contractors during and after a contract has expired or been 
terminated. 
 
This policy outlines staff responsibilities in regard to GDPR 2018, and Caldicott Principles, 
it provides a framework of ‘best practice’ to ensure that the Surgery is in compliance with 
legislation and confidentiality is retained.   
 
 
 

Churchside Medical  Practice 
CONFIDENTIALITY CODE OF CONDUCT 
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CONFIDENTIALITY IN WORKING PRACTICES 
Information regarding Patients is held under legal and ethical obligations of confidentiality. 
Information is received from Patients in order to support delivery of healthcare and this is 
the basis of all information processing carried out by the Practice.        
 
The four main requirements of confidentiality are: 
 

Protect Look after Patients information 

Inform Ensure that Patients are aware of how their 
information is to be used 

Provide Choice Allow Patients to decide whether information 
is disclosed, or used in particular ways 

Improve Always look for better ways to protect, 
inform, and provide choice.  

 
All staff working for the NHS are bound by the Common Law Duty of Confidence, in 
addition to their contract of employment, code of professional practice or other applicable 
ethical standards.  
 
The common law duty of confidence is explained as follows: 
‘Personal information given or received in confidence, obtained for one purpose, should 
not be used or disclosed for another purpose without the express or implied consent of the 
provider of the information. ‘ 
 
RELATED LEGISLATION 
The employees of Churchside Medical Practice have a legal obligation to comply with all 
appropriate legislation in respect of Data, Information and IT Security and must comply 
with guidance issued by the Department of Health, the NHS Executive, other advisory 
groups to the NHS and guidance issued by professional bodies.  
 
This policy should be read and understood on induction to the practice, and read in 
conjunction with the other practice policies (eg Information Security Policy, Information 
Governance Policy).   
 
GENERAL DATA PROTECTION REGULATIONS 25TH MAY 2018 
The GDPR protects the use of information that identifies individuals (Patients  and staff). 
The purpose of GDPR is to ensure that the principles of Data Protection are maintained at 
every stage of information processing, when information is Held, Obtained, Recorded, 
Used or Shared (HORUS Model).   
Staff must follow the Data Protection principles as outlined below: 

 Personal data shall be processed fairly and lawfully 

 Personal data shall be obtained for one or more specified and lawful purposes. 

 Personal data shall be adequate, relevant and not excessive. 

 Personal data shall be accurate and, where necessary, kept up to date. 

 Personal data processed for any purpose shall not be kept for longer than is 
necessary. 

 Personal data shall be processed in accordance with the rights of data subjects. 

 Appropriate measures shall be taken against unauthorised or unlawful processing 
of personal data and against accidental loss, destruction of, or damage to personal 
data 

 Personal data shall not be transferred unless consent is gained and there is 
adequate level of data protection 



 4 

 
GDPR applies to all personally identifiable information regardless of the form in which it 
was held, for example; information held within computer databases; videos and other 
automated media; personnel and payroll records; medical records; manual files; 
microfiche/film; pathology results; x-rays etc.   
 
The Act only applies to living individuals, however, we respect the rights of the deceased 
and their relatives and would, as far as possible, follow data protection guidelines, and 
seek consent from the recognised next of kin or recognised Power of Attorney. 
 
The Act dictates that information must only be disclosed on a need-to-know basis.  
Printouts and paper records must be treated carefully and disposed of in a secure manner.  
Staff must not disclose information outside legitimate reasons for disclosure.  
 
Any unauthorised disclosure of information by a member of staff will be considered a 
disciplinary offence. 
 
RIGHTS OF THE INDIVIDUAL 

 Informed - you have the right to be informed on how your personal data is being 
used 

 Access - you have the right to request access to your personal data 
 Rectification - you have the right to request that any mistakes concerning your 

personal data are corrected                                                                             
 Restriction - you have the right to restrict the processing of your personal data 
 Erasure - you have the right to request that your personal data is erased 
 Complain - you have the right to lodge a complaint to the supervisory authority 
 Portability - you have the right to data portability. Data portability requests must be 

responded to without unnecessary delay, and within one month. The information 
requested must also be provided free of charge.  

 
CALDICOTT  
Every NHS organisation is required to appoint a Senior Health Professional as Caldicott 
Guardian to oversee the processing of service user’s identifiable information, the Caldicott 
Guardian at Churchside Medical Practice is Dr Claire Harrison GP Partner. This is to 
ensure the Practice is compliant with the Caldicott Principles governing the use of 
identifiable information.  These principles are as follows:  

 Formal justification of purpose 

 Information only processed when necessary 

 Only the minimum information necessary 

 Need-to-know access controls 

 All Users must understand their responsibilities  

 Comply with and understand the law 

 All Patient information processed must comply with the above principles. 

 All Patient information that is processed must have agreement by the Caldicott 
Guardian that the process follows the above principles. 

 If any member of staff or department has a requirement to process identifiable 
information that does not have agreement from the Caldicott Guardian, this must be 
obtained.   

 

The Caldicott Lead is responsible for agreeing and reviewing policies governing the 
protection of patient or personally identifiable information and ensuring that all clinical and 
non-clinical staff understands what is required of them. 
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CONSENT 

Consent to process service users identifiable information must be sought from the data 
subject. “Consent” is a service user’s agreement for a process to be undertaken, whether 
this be the sharing of information or the provision of care.  For the consent to be valid, the 
service user must:  

 be competent to take the particular decision;  

 have received sufficient information to take it; and  

 not be acting under duress.  

Consent can be written or verbal.   

Where an adult service user lacks the mental capacity (either temporarily or permanently) 
to give or withhold consent for themselves, no-one else can give consent on their behalf.  
Service Users can make advance statements and/or directives regarding giving or 
withholding consent should they lack the mental capacity (either temporarily or 
permanently) at some point in the future to do so.   

When seeking consent on behalf of children, a child's capacity to decide whether to 
consent to or refuse proposed investigation must be assessed prior to consent being 
sought. In general, a competent child will be able to understand the nature, purpose and 
possible consequences of the proposed investigation or treatment, as well as the 
consequences of non-treatment. The following should be considered in this instance:  

 at age 16 a young person can be treated as an adult and can be presumed 
to have capacity to decide;  

 under age 16 children may have capacity to decide, depending on their 
ability to understand what is involved (according to Fraser Ruling, (formerly Gillick 
Competency), whereby a child under 16 is of sufficient maturity to understand the 
treatment and risks and is able to make a valid consent to treat);  

 where a competent child refuses treatment, a person with parental 
responsibility or the court may authorise investigation or treatment which is in the 
child's best interests. Legal advice should be sought in such cases.  

 

Explicit consent must always be sought from the service user in order to use their personal 
information in ways that do not directly contribute to or support the delivery of their care. 

 
DISCLOSURE OF INFORMATION 
Disclosures of Patient identifiable information are usually only made with the 
understanding and agreement of the Patient. In certain circumstances, an NHS Body or 
member of staff may have a statutory duty to pass on Patient information.  
 
INFORMATION GIVEN TO PATIENTS AND THEIR RELATIVES 
Every effort should be made to disclose information directly to the Patient, in a private 
situation with which they are comfortable. In circumstances where the discussion of health 
matters with the Patient personally may be detrimental to their health, and their best 
interests, it may be legitimate to discuss this with the relatives.  These decisions have to 
be made by the appropriate health professional. Relatives do not have an automatic right 
to information.  In the event of an emergency or accident, relatives have the right to 
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receive information to prevent unnecessary distress.  The authorised health professionals 
should make decisions of this nature.     
 
DISCLOSURE TO THE MEDIA  
If any requests to disclose information to the media are received, these should, without 
exception, be forwarded to the Practice Manager, and no comment provided.  
 
TELEPHONE ENQUIRIES / BOGUS CALLERS  
Patient identifiable information must not be given over the telephone, unless the identity of 
the caller can be satisfactorily identified, and the caller has a right to request access to the 
information.  If any doubts exist regarding whether information should be given, refuse to 
disclose the information and seek advice.  
 
HANDLING HEALTH RECORDS AND CONFIDENTIAL INFORMATION 
The handling of Patients’ Health Records and Confidential information must be conducted 
with care and in line with Practice’s Policy and Guidance relating to Information Security, 
Health Records etc.  Health Records and Confidential Information must be disposed of in 
accordance with the Practice’s Retention and Destruction Policy, which can be found in 
the Practice Managers office. Patient records should not be taken home, procedures for 
safeguarding the information effectively should be locally agreed.   
 
REMOTE ACCESS 
Any Staff members that process identifiable information on mobile devices in order to 
perform their role (e.g. when working from home or within the community) must obtain 
Caldicott Approval.  (This does not apply to those members of staff who only record 
information they create when they treat Service Users in the community).  The purpose of 
the agreement is to highlight potential risks, such as mobile devices being lost, stolen or 
damaged, and minimising those risks as far as possible and provides a documented 
record of the use of Service User’s information. 
 
EXTERNAL BODIES WORKING AT THE PRACTICE 
The Practice and those carrying out functions on behalf of the Practice have a common 
law duty of confidence to Patients and a duty to support professional and ethical standards 
of confidentiality.  It is the responsibility of the Practice to ensure that outside organisations 
are aware of and agree to the requirements of maintaining confidentiality through 
contractual obligations. Any companies contracting services to the Practice must sign an 
undertaking to confirm that they understand and accept their responsibility to maintain 
confidentiality. Managers or health professionals who are responsible for any secondee / 
work experience placement should ensure that all students understand and comply with 
Practice’s confidentiality guidelines.  
 
Transfer of Identifiable Information (Safe Haven)  
Safe Haven Procedures must be followed when transferring person identifiable 
information.  Safe haven is a process by which confidential information can be received 
and despatched securely.  The main methods of processing confidential information 
include post by recorded delivery and electronically both internally and externally. It is the 
responsibility of all staff to ensure that person identifiable information is sent and received 
in a secure and confidential manner.  No personal identifiable information should ever be 
faxed or emailed unless this is has been agreed by a practice policy and steps have been 
taken to make sure it is done securely and confidentially. 
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I have read the Confidentiality Code of Conduct and fully understand my obligation and the 
consequences of any breach of confidentiality.  
 
 
Name:  ………………………………………………………………………………………… 
 
 
Signature: ………………………………………………………………………………………… 
 
 
Date:  ………………………………………………………………………………………… 
 
 
Job Title: ………………………………………………………………………………………… 

CHURCHSIDE MEDICAL PRACTICE 
CONFIDENTIALITY CODE OF CONDUCT 

AGREEMENT 

 

 


